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ABSTRACT Voice assistants play an important role in facilitating human–machine interactions and have
beenwidely used in audio consumer electronic products. However, it has been shown that they are susceptible
to inaudible attacks in which the malicious signals are in the ultrasound regime and cannot be heard by
human ears. In this study, we show that a judiciously designed acoustic metamaterial filter can mitigate
such attacks by modulating the received signals by the microphones. The metamaterial filter is composed of
rigid plates with individual holes which exhibit local resonance phenomena that suppress incoming waves
at specific frequencies. The effectiveness of the metamaterial filter is confirmed by experiments that show a
combination of the holes can collectively distort the attack signals and protect the smart speakers. Moreover,
normal audible signals are not affected by the proposed metamaterial, which adds to the flexibility of the
device. The metamaterial filter has a small footprint and can be easily installed on various audio products.
Our proposed strategy expands the capacity of acoustic metamaterials and improves the security of devices
that use voice assistants.

INDEX TERMS Acoustic metamaterials, filters, ultrasound, voice assistants, wave propagation.

I. INTRODUCTION
Smart voice assistants have become a standard in most house-
holds in the last 5 years [1]. Devices such as computers,
smartphones, and smart speakers all have voice assistants
built-in to help complete tasks [2], [3]. Due to the great
increase in their popularity, there also grows a concern for
the exploitation of these devices [4], [5]. For example, voice
assistants like Amazon Alexa have the ability to control locks
on doors and garages, alarm systems, and other electronics
in someone’s home. In addition, these voice assistants can
have access to one’s personal information including address,
contacts, and payment information. All these variables pose
a potential threat if the voice assistant was ever exploited to
give another person access to these features. It poses a danger
to an individual’s home security and cybersecurity.

One way of accomplishing the exploitation of voice assis-
tants is by using ultrasonic commands [6], [7], [8]. These
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commands are outside of the audible range of humans; how-
ever, the microphones of these devices can still pick up the
commands and execute them. This is because most micro-
phones have an internal low-pass filter built into their hard-
ware, with the cutoff usually being set at 20kHz to allow
devices to operate in the audible frequency range. However,
due to a ‘‘shadow’’ effect that occurs on the microphone
diaphragm, inaudible frequencies are able to be processed
as regular message signals, making any smart assistant vul-
nerable to inaudible attacks. While these ultrasonic attack
signals can be defended against in a few ways, there does not
exist a cost-effective solution that is efficient and robust in
different conditions. For example, modifying the configura-
tion of the hardware to include additional filters and circuits
could potentially eliminate the shadow effect [9], [10]. This,
however, requires additional components to the hardware and
is complicated as the microphones are typically standardized.
This drawback also applies to active noise control which
allows selective filtering of ultrasonic frequencies but would
be very costly and intrusive to realize [11], [12]. Modifying

36464

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.
For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/

VOLUME 11, 2023

https://orcid.org/0000-0003-3535-8494
https://orcid.org/0000-0003-0946-9561


J. S. Lloyd et al.: Mitigating Inaudible Ultrasound Attacks on Voice Assistants With Acoustic Metamaterials

FIGURE 1. Conceptual illustration of ultrasound attacks on smart voice
assistants. Malicious commands can be received and processed by voice
assistants. When a metamaterial filter is installed, these inaudible signals
are blocked and will not trigger the voice assistants.

the software, on the other hand, does not provide a permanent
solution as the attack signals could also be modified to work
through the new software defenses.

The advent of acoustic metamaterials opens the door
for advanced manipulation of acoustic waves, which could
address the aforementioned issues using physical struc-
tures. Acoustic metamaterials are artificially manufactured
materials designed to control, direct, and manipulate sound
waves [13], [14]. In particular, they have been developed
to modulate acoustic waves within specific frequencies for
various applications including noise control [15], [16], sens-
ing [17], [18], [19], filtering [20], [21], energy harvesting
[22], [23], and so on [24], [25], [26], [27], and [28]. While
the realization of these unprecedented opportunities demon-
strates a high degree-of-freedom offered by acoustic metama-
terials, their usage in real devices and consumer products is
less explored.

In this work, we develop a metamaterial-based approach
to enhance the security of voice assistants. A composite
acoustic metamaterial filter composed of rigid panels and
individual resonators is designed that physically modifies
ultrasonic attack signals so that they cannot trigger smart
speakers. The proposed filters do not require any additional
hardware to help prevent attack signals. They are small and
can be conveniently installed on any smart speaker in order
to operate. Measurements are performed on an Amazon Echo
as an example to validate the proposed approach. When
the metamaterial filters are installed, ultrasound attacks are
effectively mitigated while normal audible signals can still be
processed without any interruptions. Thanks to the relatively
simple configuration, these filters can be reliably fabricated
by additive manufacturing and can be produced with reduced
cost for mass production. In comparison to other defense
methods, the metamaterial filters provide a much simpler and
more cost-efficient option. Our approach provides a versatile
solution for sound filtering in audio devices and is expected
to greatly reduce the risk of smart speakers being exploited
by ultrasonic commands.

II. DESIGN AND SIMULATION
A. DESIGN OF THE ACOUSTIC METAMATERIAL FILTER
The concept of inaudible ultrasound attacks on voice assis-
tants is illustrated in Fig. 1. Because of the ‘‘shadow’’ effect
of the microphones, these voice assistants can pick up a

FIGURE 2. (a) Geometry of the proposed metamaterial filter. (b) A
customized mount for the easy installation of the filters on smart
speakers.

speciallymodulated ultrasound signal containing information
that can be further processed by them. This poses risks to the
smart speaker as the ultrasound signals fall out of the audible
spectrum and remain silent for humans, especially whenmali-
cious commands are employed. A carefully designed filter
based on acoustic metamaterials can mitigate these attacks
by filtering out the ultrasonic components while having min-
imum interruption to normal operations.

The schematic of the proposed acoustic metamaterial fil-
ters is shown in Fig. 2a. The metamaterial is composed of a
rigid panel with dimensions 9.8 mm by 9.8 mm by 5.0 mm
and several holes which act as Helmholtz-like resonators
[29], [30]. The size of the panel is carefully chosen to fit over
the casing of the smart speaker while being large enough to
cover the microphone array in its entirety. The holes have
a circular shape for the sake of simplicity and ease of fab-
rication. The radius of the holes is r = 1.5 mm and the
depths h are h1 through h5. The resonance frequency of these
resonators can be conveniently tuned by tailoring the depth
of the holes. Meanwhile, the quality factor which determines
the working bandwidth of the resonators depends on their
radius. Because each resonator has a certain bandwidth and
only reduces a particular frequency, multiple resonators were
designed to form a composite filter to increase the effective
frequency band within the ultrasound spectrum. Here, five
individual holes with depths ranging from 1.0 mm to 3.0 mm
are arranged on the square panel to collectively provide an
acceptable filtering effect. As will be shown later, such a
configuration can effectively filter out incoming acoustic
waves within specific frequencies. A customized mount is
further designed, as shown in Fig. 2b, so that the filters can
be attached to it and installed on the smart speakers. It should
be noted that a total number of four filters are attached.
This is because the device we used (Amazon Echo Dot)
has four microphones to locate the direction of the signals
as well as to suppress background noise. Theoretically, the
number of metamaterial filters should match the number of
microphones used on a specific voice assistant to obtain the
best performance.

B. NUMERICAL CHARACTERIZATION
To show the effectiveness of the metamaterial filter, numer-
ical simulations based on finite element analysis using
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COMSOL 5.6 are performed to evaluate its filtering perfor-
mance. This is done by connecting the filters to amainwaveg-
uide and analyzing the corresponding transmission curves
when the acoustic waves travel across the filter. In the simula-
tions, the physical module of Pressure Acoustics, Frequency
Domain is adopted. The simulations were run inside an air
domain with perfectly matched layers placed at the end of
the domain. The density and sound speed of air are set as
1.2 kg/m3 and 343 m/s, respectively. Losses are considered in
the simulations by using the built-in visco-thermal loss of the
propagation medium. The filtering effect of a metamaterial
filter containing single holes is first analyzed. Since the holes
have a closed end at one side and are connected to the
waveguide at the other side, the resonance frequency can be
obtained by [31]:

f =
c

4(h+ 1h)
(1)

where c = 343 m/s is the sound speed in air and 1h is the
end correction of the holes. The boundary condition is neither
ideally flanged nor unflanged since the holes are connected
to be confined space. Here, the end correction is estimated
by numerical simulations [32] and is found to vary between
1.33r and 0.57r when the hole depth is changed from 0.5 mm
to 4 mm. Fig. 3a depicts the resonance frequencies of the
filters at different hole depths after obtaining the correspond-
ing end corrections. Good agreement is found between the
calculated and simulated values. The results provide a con-
venient means to determine the depths of the holes for the
best filtering at desired center frequencies. On the other hand,
the radii of the holes mainly affect the bandwidth of each
individual resonator. For example, as illustrated in Fig. 3b, the
relative filtering bandwidth is reduced by about 100% when
the hole radius is varied from 2.1 mm to 0.9 mm with the
hole depth being fixed to 2.0 mm. Changing the radius of
the hole can also slightly shift the center frequency, which is
mainly due to the variation of the end corrections. Together,
the theoretical and numerical models serve as the basis for
finding the best combination of geometric parameters of the
metamaterial filter.

We then proceed to the composite metamaterial filters in
which multiple holes are used to provide a strong filtering
effect. Here the depths of the five holes are chosen to be
1.0 mm, 1.5 mm, 2.0 mm, 2.5 mm, and 3.0 mm, respectively,
which prove to effectively filter out most of the ultrasonic fre-
quencies in typical inaudible attacks, e.g., within a frequency
span between 20 kHz to 40 kHz as evidenced by Fig. 3a.
The radius of the holes is set as 1.5 mm to provide sufficient
filtering bandwidth while keeping the overall size of the holes
compact to facilitate installation. As shown by Fig. 4a, each
single resonator can only operate within a relatively small
bandwidth. To enable the best filtering performance, a series
of individual resonators are designed and arranged on the
same panel. The collective resonance efficiently broadens
the overall bandwidth of the metamaterial filter by intro-
ducing interactions among them [33], [34]. As a result, the

FIGURE 3. (a) Dependence of resonance frequency on the depth of the
holes. (b) Dependence of filtering bandwidth on the radius of the holes.

transmission curve of the composite metamaterial exhibits a
broadband filtering effect with well-defined troughs dictated
by the individual resonators. It should be noted that some
slight resonance frequency shift is observed for the metama-
terial filter as compared to single resonators, which is likely
to be caused by the mutual impedance among the holes as
they are placed adjacent to each other [35]. In the meantime,
the specific location of each hole is not expected to impact
the overall filtering effect as long as they are compactly
arranged. Figs. 4b-d depict the overall sound field distribution
at three representative frequencies with an incident pressure
amplitude of 1 Pa. The acoustic pressure field exhibits a low
amplitude region near 30 kHz when the metamaterial filter
is applied. On the other hand, waves below or near 20 kHz,
which fall within the audible bands, are not much impacted
by the metamaterial. The results demonstrate how the meta-
material filter can interact with the acoustic waves to greatly
reduce the ultrasonic sound pressure near the microphone.

III. EXPERIMENT AND DISCUSSION
A. FABRICATION AND EXPERIMENTAL SETUP
After the structure of the metamaterial filters is designed,
stereolithography (SLA) 3D printing was chosen as the best

36466 VOLUME 11, 2023



J. S. Lloyd et al.: Mitigating Inaudible Ultrasound Attacks on Voice Assistants With Acoustic Metamaterials

FIGURE 4. (a) Acoustic pressure received by the microphone when the
metamaterial filter is absent. (b-d) Acoustic pressure distribution when
the incident waves travel across the composite metamaterial filter at 20
kHz, 28.4 kHz, and 34 kHz.

method for prototype fabrication. A Formlabs Form 2 SLA
3D printer was used. The layer resolution is 100 microns
and is much smaller than the smallest wavelength in this
study. This produced accurate models without any noticeable
surface roughness on the resonator walls, which ensures the
performance of the filters.

To experimentally validate the proposed approach, mea-
surements are first conducted to demonstrate attacks on voice
assistants based on the shadow effect. This shadow effect
concept is most easily understood by using two single tones.
These two tones will generate frequencies that are equal to
the sum and difference of the two tones when they vibrate the
microphone [6]. For example, if two sine waves at 40 kHz and
50 kHz are played, they will yield frequencies at 10 kHz and
90 kHz at the microphone. The 90 kHz signal is still outside
of the microphone’s audible range, however, the 10 kHz is
right in the middle of it, so the microphone will pick up the
10 kHz frequency. If amplitude modulation is further utilized
with a message signal of 8 kHz and lower, a signal with a
bandwidth of 16 kHz can be created. This yields frequencies
in the audible range of 20 Hz to 16 kHz, which completely
falls into the operating band of the microphone. Therefore,
by utilizing amplitude modulation, a message signal which
acts as the original command can be shifted into the ultrasonic
range and can then be demodulated and interpreted by the
microphone.

In order to test the effectiveness of the filters, an ultrasonic
attack signal first needed to successfully be created and used
on a smart speaker. The smart speaker chosen to test the
attack signal was a third-generation Amazon Echo Dot. The
ultrasound signals were obtained by modulating the regular

FIGURE 5. (a) Block diagram of inaudible ultrasound attack
implementation. (b) Testing process diagram showing different
configurations of the measurement setup. (c) Reactions from the smart
speaker when the metamaterial filter is not installed. Both normal voice
commands and ultrasonic signals are picked up by the speaker. (d) After
the metamaterial filter is installed, only normal audible signals are
processed while the ultrasound attacks are blocked.

voice commands and shifting them into the inaudible range
to exploit the shadow effect [7]. Namely, we first applied a
high-pass filter to the original audible audio file to eliminate
unnecessary high-frequency components and then up-sample
the file to 192kHz. Next, the audio is modulated into the ultra-
sonic frequency range and manipulated to take advantage of
the aforementioned shadow effect. Due to the need for a very
high sample rate, a Focusrite Scarlett Solo audio interface
was used as the digital-to-analog converter (DAC). A dedi-
cated high-resolution DAC, separate from the host computer,
proved to be a key component in successfully sending an
attack signal. This signal was sent to a Yamaha R-S202 for
amplification, and then to a Fostex FT17H ultrasonic speaker.
The use of the amplifier was important as it greatly increased
the effective range of the attack signal. Finally, the attack
signal was played from the ultrasonic speaker and received
by the Echo Dot for various testing. Fig. 5a displays a block
diagram of the steps taken in the code.

B. EXPERIMENTAL RESULTS
The main goal of our testing process was to use ultrasonic
frequencies to activate an Amazon Echo Dot and determine
the effectiveness of our defense method. First, our testing
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criteria were expanded to include multiple smart speaker ori-
entations, angles, and distances from the ultrasonic speaker.
The Echo was tested both vertically (facing the ultrasonic
speaker) and horizontally (lying flat on the table). Each of
these orientations was also tested at an angle of 4 degrees
and 8 degrees offset from the direct center of the ultrasonic
speaker’s throw. The distance between the smart speaker and
ultrasonic speaker ranged from 0.3 m to 1.83 m, with each
test increasing the distance by 0.31 m. Three trials were run
at each distance, angle, and orientation, both with and without
the filters placed on the Echo. Fig. 5b shows a visualization
of the testing process.

When the Echo was in the vertical orientation, without
filtering, it was triggered 100% of the time. At each distance,
angle, and orientation the Echo was successfully triggered by
the ultrasonic attack signal. When the filters were added, the
Echo was never triggered by the attack signal, which results
in a 100% success rate. For the horizontal orientation, without
the filtering, it was able to be triggered 0.3 m away between
zero and four degrees, and at 0.61 m between zero and four
degrees. At these locations, the Echo was triggered 100% of
the time by the attack signal. The triggering rate drops at
larger angles and longer distances, which is caused by the
high directivity of ultrasonic signals and the quick attenuation
of acoustic energy at higher frequencies. When the filters
were applied, the Echo was not activated during any test in
the horizontal orientation. On the other hand, normal voice
commands are not affected as the metamaterial filters operate
mainly in the ultrasound regime, and the Echo responded
in all of the configurations. Figs. 5c-d illustrate how the
Amazon Echo interacted with the signals with and without
the filters and show the different reactions with normal voice
commands and ultrasonic signals. A video representation of
the experiments can be found in the supplemental material.

To further characterize the filtering performance of the
metamaterial, the received signal from the microphone was
recorded to obtain its frequency spectrum. Pink noise was
played 30 cm away from the microphone to include both
audible and ultrasonic frequencies. This pink noise was then
recorded both with andwithout a filter present. The results are
summarized in Fig. 6. Fig. 6a shows the frequency response
of the microphone without and with a filter. Fig. 6b plots the
difference between each frequency response, indicated by the
yellow overlay. It can be clearly seen that the filtering effect
takes place mostly within the ultrasonic frequencies and does
not much affect the audible components. Thanks to this
selective filtering effect, the metamaterial filters effectively
mitigate ultrasound attacks and present negligible impact on
regular voice commands. It should be noted that, while all
the measurements are done based on an Amazon Echo Dot
as an example, the concept can be extended to accommodate
other voice assistants and applications. For example, the size
of the resonators can be conveniently adjusted to provide
filtering at other specific frequency ranges. The solid panel
and the mount can also be customized so that the filters
can be installed on other products and devices. The number

FIGURE 6. (a) Frequency spectrum of the received signals from the
microphone without and with filters. (b) Net difference between the two
cases. The reduction takes place mainly within the ultrasound
frequencies.

of individual resonators depend on the specific application
scenario and is chosen to be five to provide a relatively
wide filtering bandwidth. This number may be reduced if
a narrow frequency band needs to be filtered out. Overall,
our proposed metamaterial filter exhibits great flexibility and
customizability in protecting smart voice assistants.

IV. CONCLUSION
To conclude, we have successfully defended against an
inaudible ultrasonic attack directed at manipulating smart
speakers by utilizing a low-cost, composite metamaterial
filter. The metamaterial filters act as small Helmholtz-like
resonators designed to eliminate specific ultrasonic frequen-
cies which could otherwise be used to silently attack a
smart speaker. A straightforward design approach is pre-
sented by combiningmultiple resonators to broaden the band-
width and achieve effective sound filtering. Measurements
are performed to validate the proposed strategy. The results
show that our metamaterials work as a functioning ultrasonic
defense mechanism without noticeably affecting the audible
frequency response when placed near a microphone. As a
result, ultrasound attacks are effectively mitigated with the
help of metamaterial filters. The metamaterials have a small
size and can be conveniently installed on the exterior or the
casing of the smart speakers, which adds great flexibility in
terms of implementation. Although the smart speaker used
extensively in our testing was an Amazon Echo Dot, this
defense method could easily be applied to any smart speaker
or voice assistant. Rather than modifying speaker hardware
software, our filters provide a reliable, mechanical solution
to an electrical problem. In principle, the operation bands of
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the metamaterial can be tuned by modifying the dimensions
and configuration of the resonators, which could further lead
to selective filtering within desired frequency bands [36].
For example, one can tailor the center frequency and band-
width of the filter by modifying the depth and radius of
the corresponding holes. Moreover, the proposed structure
can also be integrated with tunable components such as a
screw-nut mechanism [37] or a fluid injection module [38]
for reconfigurable filtering effects. Due to the simplicity of
the design of our filters, it is envisioned that our proposed
filters can be manufactured reliably in a low-cost manner to
fit a large variety of applications.
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